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1. {currently amended) ( -ode \s ii » t tames and 
is executable in i ■ - - . ttion environment h t c> ? the execution 

! t men! 1 ! | the ; > i t i > ,] > \i> x. i > - c - t i i n ii in 

i i ! i I ! l n enviainment, tl onei >n vneni ex ecu iii gth 

pioee^sos and the s^ftuaie objtx i bemu combined i u i memots dcuu' accessible te- the 
processor absolves the ^ 

- yare .obj ect compri si ng : 
one or more obfuscated symbolic names that correspond to system symbolic names; 
a first association between the obfuscated symbolic names and encrypted forms of the 
corresponding system symbolic names; and 

a static watermark that has been added to the code, 

the execution environment including a second association of the encrypted forms with 
information needed to resolve the corresponding system symbolic names and the e e< ut m 
environment? using the first and second associations to resolve the obfuscated symbolic names, 
and using the static watermark to determine ' auth e nticity of t h e e o d e whether th e software object 
has been altered prior to the software obj ect being executed in the program executi on 
uonment, 

2. (currently amended) The code software object.set forth m claim 1 wherein. 

the static watermark's value is a digest of the e-ode- soft ware obj ect pri or to addition of the 
static watermark. 



3, (currently amended) The eedesoftware object set forth in claim 1 wherein the eede-software 
objectfurther compri ses: 

3 other obfuscated names that replace names defined in source code from which the 

4 j eedesoftware .object was made. 

1 | 4. (currently amended) The eod esoftware .object set forth in claim 1 wherein: 
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2 J the eetlesoftware object i s downloaded to the program execution envi ronraent for 

3 execution. 

1 | 5, (currently amended) The eodesoftware object set forth in claim 1, the e-edesoffware object 

2 furth er com pri si ng; 

3 an encrypted first key, the first key having been used to produce the encrypted forms of the 

4 corresponding system symbolic names, 

5 the execution environment having access to a second key that can decrypt the first key; and 

6 the execution environment using the second key to decrypt the first key and the first key to 



7 make the encrypted forms in the second association 

1 6. (Original) An improved class loader that loads a class in a program execution environment in a 

2 host computer system, the class being required for execution of a program in the program 

3 execution environment and the program including a first association between symbolic names in 

4 the program and encrypted forms of symbolic names defined in the class and the improved class 

5 loader being characterized in that: 



6 the improved class loader extends the class on execution of the program in the program 

7 execution environment by 

8 using the first association and a second association between the encrypted forms 

9 and information used to resolve the symbolic names defined in the class to resolve the symbolic 

10 names in the program, and 

1 1 adding a method to the program which determines whether the program has been 

1 2 modified by the host. 

1 7, (Original) The improved class loader set forth in claim 6 wherein: 

2 the method is encrypted prior to being added to the program; and 

3 the improved class loader decrypts the method on adding the method to the program. 

1 8. (Original) The improved class loader set forth in claim 7 wherein: 
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2 the program includes information from which the method determines whether the program 

3 has been modified by the host. 

1 9, (Original) The improved class loader set forth in claim 6 wherein: 

2 the program includes a static watermark; and 

3 the static watermark is the information from which the method determines whether the 

4 program has been modified by the host. 

1 10. (Original) The improved class loader set forth in claim 9 wherein: 

2 the static watermark's value is a digest of the program prior to addition of the static 

3 watermark. 



1 11. (Original) The improved class loader set forth in claim 9 wherein: 

2 The static watermark is at a location in the program that is determined by a key; and 

3 the method has access to the key and uses the key to locate the static watermark. 

1 12. (Original) The improved class loader set forth in claim 6 wherein: 

2 the improved class loader has access to an encryption key that was used to produce the 

3 encrypted forms in the first association; and 

4 the improved class loader uses the encryption key to produce the second association on 



5 loading the class. 

1 13. (Original) The improved class loader set forth in claim 12 wherein: 

2 the program includes an encrypted form of the encryption key used to produce the second 

3 association; and 

4 the improved class loader obtains the encryption key by using a decryption key to decrypt 

5 the encrypted form of the encryption key. 

1 14. (Original) A method of protecting a program that, is executed in a host computer system from 

2 the host, the program being executed in a program execution environment that loads a class, the 
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3 class being required for execution of the program in the program execution environment, and the 

4 program including a first association between symbolic names in the program and encrypted forms 

5 of symbolic names defined in the class, 

6 the method being el die steps performed in the class loader of; 

7 making a second association between the encrypted forms and information used to resolve 

8 the symbolic names defined in the class, the first and second associations being used to resolve 

9 the symbolic names, and 

10 adding a method to the program which determines whether the program has been modified 

1 1 by the host. 

1 15. (Original) The method set forth in claim 14 wherein: 

2 the added method is encrypted, and 

3 the step of adding the method includes the step of decrypting the method. 

1 16. (Original) The method set forth in claim 14 wherein: 

2 the program includes information which the added method uses to determine whether the 

3 program has been modified by the host. 

1 17. (Original) The method set forth in claim 14 wherein: 

2 the program includes a static watermark; and 

3 the static watermark is the information used by the added method to determine whether the 

4 program has been modified by the host. 

1 18. (Original) The method set forth in claim 17 wherein: 

2 the static watermark's value is a digest of the program prior to addition of the static 

3 watermark; and 

4 the added method reads the static watermark, recomputes the digest, and compares the 

5 recomputed digest with the watermark's value. 

1 19. (Original) The method set forth in claim 17 wherein: 
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2 the added method uses a key to locate the static watermark in the program. 

1 20. (Original) The method set forth in claim 14 wherein: 

2 the class loader has access to an encryption key that was used to produce the encrypted 

3 forms in the first association; and 

4 the step of making a second association includes the steps of accessing the encryption key 

5 and using the encryption key to produce the encrypted forms. 

1 21. (Original) The method set forth in claim 20 wherein: 

2 the program includes an encrypted form of the encryption key that was used to produce the 

3 encrypted forms; and 

4 the step of accessing the encryption key includes the step of using a decryption key to 

5 decrypt the encrypted form of the encryption key. 

1. 22. (Currently amended)_A method of protecting a program software object that is executed in a 

2 host computer system from the host, the program ^-' an |ecl being executed in an. . -program - 

3 execution environment f or the software object in the host computer sy stem . the execution 

4 environment joadmg tku load s a class that is used in executing the pregm»sc>fhyare. object m the 

5 program execution environment and the method being characterized by : 

6 steps performed prior to e x e eutin - g -exe^u.n„on,of the pregr *ms.< ftwan object in the program 

7 e^ea*ion^nv4reftment^^ comprising 

8 replacing symbolic names in the pregra 1 < I < ire ob ect that are defined in the 

9 class with obfuscated symbolic names corresponding thereto, and 

10 making a first association between the obfuscated symbolic names and encrypted 

11 forms of the ic , - ibolu names md 

12 steps performed on -e xecuting during the execution of the pregramsoftware object in the 
.13 program es ectition eiivironm en^i. > m nt comprising 

14 making a second association between the encrypted forms of the symbolic names 

1 5 and information required to resolve the symbolic names; 
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16 adding a method to the program* >j|ware object that determines whether the 

3 7 pregf amsoft ware obj ect. has been modified by the host; 

18 using the first and second associations to resolve the obfuscated symbolic names; 

19 and 

20 | executing the added method to deteumoe whethet the ptom-dm-snftw are object has 

21 been modified by the host, 

1 | 23. (€»rr en fly amended) The method of protecting the j»^ai«SQftMnej^bject set forth in claim 

2 22 further characterized in that: 

3 | the steps performed prior to executing the f>f^Pa»«oftware . . obj ect further comprise the 

4 step of 

5 obfuscating other symbolic names that are not defined in the class. 

1 | 24. (Currently amended) The method of protecting the program software, object set forth in claim 

2 22 further character! zed i n that : 

3 the method to be added is encrypted; and 

4 the step of adding the method includes the step of decrypting the method. 



1 | 25. (Currently amended) The method of protecting the pregfam software object set forth in claim 

2 22 further character! zed i n that . 

3 the pf-ogranssofi wa t e obj ect i ncludes information from which the method can determine 

4 u htthu tia p* t jet t has been modified I \ the host, and 

5 in the step of executing the added method, the added method uses the information to 

6 | determine whether the programsoftware object has been modified by the host. 

1 | 26. (Currently amended) The method of protecting the pfogfam-software object set forth in claim 

2 25 further characterized in that: 

3 the steps performed prior to executing the programsoft ware object further comprise 

4 adding a static watermark to the program^-' . ect and 

5 the static watermark is the information used by the added method. 
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1 J 27. (Currently amended) The method of protecting the progra m software object set forth in claim 

2 26 further characterized in that: 

3 in the step of adding the static watermark, the location of the static watermark in the 

4 | program-software object is determined by a key; and 

5 in the step of executing tire added method, the added method uses the key to locate the 

6 watermark. 

1 | 28. (Currently amended) The method of protecting the pr^gram-B>ftwj|^iinle£t set forth in claim 

2 22 further characterized in that: 

3 the step of making the second association includes the steps of 

4 obtaining a key used to make the encrypted forms in the first association and 

5 using the obtained key to make the encrypted forms in the second association. 

1 29. (Currently amended) T he method set. forth in claim 28 further characterized in that: 

2 | the progfa msoftware object includes an encrypted form of the encryption key that was used 

3 to make the encrypted forms in the first association; and 

4 the step of obtaining the key includes the step of using a decryption key to decrypt the 

5 encrypted form of the encryption key. 
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